











Note that the above chart dissects risks into the raw or unmitigated risks. It then proceeds to factor in
any applicable controls and yields residual risks. This is the foundation for prioritizing risks. Ultimately
this can lead to graphing in quadrants as follows:
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Step 3 — Prioritize Fraud Risks

Once the risks have been fully evaluated, they can be prioritized and an action plan developed.
Typically this will be a long term plan which will begin with the items in the upper right quadrant and
the “quick fixes”. An additional benefit of using this type of graph is that those items in the lower left
quadrant (e.g. low impact and low likelihood) may yield an opportunity for redeployment of resources
as these risks may be over controlled.

Step 4 — Respond to Fraud Risks

The key to any risk assessment is to form a basis for aligning corporate exposures to resources. At
this phase, the alignment process can begin. If the risks are primarily in the cash controls, process
re-engineering or automated controls to prevent diversion of cash assets may need to be
implemented. While providing an exhaustive list is beyond the scope of this paper, the process of
performing Steps 1 — 3 will identify the magnitude of the effort in Step 4. Preventative controls are
always desirable but not always attainable in a cost effective manner. In the long run, The “Tone at
the Top” may be the most important component in establishing and maintaining an effective defense
against fraud. The tone affects the culture and the culture permeates the organization at all levels
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leading to vigilant and effective detective controls. Most importantly, behavior which is inconsistent
with the organization’s standards of business conduct is discouraged. While studies have shown that
a small percentage of all individuals act without conscience, the proper corporate tone and culture will
reinforce acceptable behavior. While any large organization will suffer fraud due to the law of large
numbers, those instances can be limited to the isolated “one off” type situations. By limiting
unacceptable behavior in this way, damage to profits, morale and corporate reputations can be
minimized.

There are certain instances where the latter two have actually improved depending on the previous
variables and the response to actual fraud events. In 1992, a large insurer was fined over $1 billion
for a corporate effort to defraud elderly persons into purchasing life insurance policies which were
clearly unsuitable. As a result, the entire industry came under scrutiny by the state departments of
insurance. A competitor, guilty of a lone representative using the same marketing and sales
practices, offered complete cooperation to two state commissions investigating the matter and was
able to substantiate that in the latter instance, the fraudulent practice was isolated. In fact, this action
was countercultural to the tone set by management which had a robust infrastructure to deter such
acts. The competitor was publicly commended for their cooperation and their high ethical culture.
The competitor did not miss opportunities to use this testimony in the marketplace.

Step 5 — Monitor Fraud Risks

In the internal audit profession, the concept of continuous monitoring has been an effort aspired to by
many and achieved by few. Continuous monitoring involves establishing key performance indicators
around critical processes and establishing upper and lower control limits around those indicators.
When one or more indicators exceed a threshold, a warning bell is sounded and questions are asked.
In a worst case scenario, a quick response audit or investigation may be warranted. There are many
logistical issues to implementing such a system not the least of which is access to data, form of
access (manual or automated) and, the homogeneity of the IT platform(s) (e.g. one ERP system or
many legacy applications), etc. A more practical solution may be regular, rather than continuous,
monitoring. Factors such as changes in personnel, policy, organizational structure, products, past
history, geography, and financial performance; when evaluated in light of the current economic
environment and public pressures, may present a more effective monitoring system if detailed
information is not readily available.

Cynthia Cooper, former Chief Audit Executive at WorldCom, in her book “Extraordinary
Circumstances” refers to comments and e-mails made by executives to her directly as the foundation
of her desire to accelerate the audit that resulted in uncovering the largest scandal in US corporate
history (Cooper, 2008). While technology can be a great accelerator in the search for fraud, most
improprieties are still uncovered through the suspicions of co-workers. This makes it all the more
important to establish, maintain and reinforce a culture which makes employees believe that they will
be encouraged and supported when they do the right thing.
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Step 6 — Report on Fraud Risks

Any effective program of fraud deterrence, detection and prevention must include follow-up. All of

this activity must be transparent to senior management and the board. While the format and

frequency of reporting vary, the message must be simple and to the point. Score carding coupled
with a brief narrative can be used to tell the story. An example of a reporting framework is illustrated

below:
Financial
Fraud Risk Statement Potential
Factors Risk Scheme Account Perpetrators Likelihood | Impact Controls Action Steps
Need for Withold Adjust Claims MGA's, Third Moderate Moderate if Reconcile Direct link to
improved claims data bordereaus incurred and Party in a healthy | not supporting TPA/MGA
revenues — from claims data to | Claims Administrators | economy/hi | systemic, documents at systems —
Managing reinsurers make reserves ghina High if TPA’s and enhanced
General business difficult systemic MGA'’s to analysis to
Agents appear more economy Reinsurer verify
profitable reports. reasonablene
than it really ss of data
is reported and
more
aggressive
testing at
source.
(TPA'S/IMGA’
s)

If all recognized risks are reported in a manner similar to the above, management and the board
should have sufficient information to properly evaluate the potential for fraud.

Call to Action — developing a program to deter fraud

« Develop a Fraud Policy — this should involve at minimum, the Chief Compliance Officer,

General Counsel, Chief Audit Executive, CFO, Controller, Chief Risk Officer and the CIO.

« Enhance Audit Programs — this is necessary to ensure that fraud identification, gap analysis
and the effectiveness of anti-fraud controls are addressed.

« Leverage Sarbanes-Oxley work — often SOX is performed with SAS 99 considerations in mind.
This can also serve as a trigger for additional silos that have not been considered.

« Educate Audit Committee and Boards — many members serve on multiple boards and audit

committees and ideas are shared. Why wait for the question on fraud that you know is

coming?

« Evaluate Code of Ethics — These should be mapped against the best practices in industry.

The National Association of Corporate Directors (NACD) has guidelines for comparison of key
Issues.

Provide annual training programs — this is a great opportunity to provide leadership within your
organization.

Integrate fraud monitoring into the Enterprise Risk Management program — this can begin with
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the financial statements by performing a line item review of areas where your organization may
be vulnerable.

« Implement a Whistle Blower Policy — many organizations have already addressed this; non-
retaliation clauses are a must.

« Discuss SAS 99 with external auditors — the PCAOB has been addressing this in their review
of the Big Four and next tier firms. [If your external auditors have not yet approached you, it is
a great opportunity to seize the initiative.

« Outside resources — CFEs and consultants offer specialists that can accelerate your path
towards establishing and anti-fraud plan.

« Technology — ACL, SAS, data mining and many ERP systems can test 100% of transactions
for critical combinations. This can eliminate inefficiencies and reduce manual workload.

Final Thoughts

While the topic of Fraud has many silos, this attempt to portray a high level approach for engaging
this threat is intended as a first step to increasing awareness of the magnitude of the issue and the
commitment needed to contain it. At minimum, assembling a multi-functional team would be required
for first steps. If these skill sets are not present within an organization, seek outside professional
advice. The solution can be approached gradually or aggressively but it cannot be ignored. In the
Property and Casualty insurance industry for example, the likelihood of adverse occurrences is often
characterized in terms of a one in a ten year, one in a twenty year or a one in one hundred year
event. As the survivors of Hurricane Katrina found, these characterizations ring hollow if the current
year is the one in which the event occurs.

Since preventive action will yield results, all corporate citizens should get the word out and begin an
anti-fraud program. Good corporate governance calls for it, rating agencies and regulators are
looking for it and our corporate responsibility demands it. Don’t delay.

For further information, contact Joe Murphy, Managing Director, at jmurphy@accumepartners.com or
215-499-4239 or Paul Cohen, Director, at pcohen@accumepartners.com or 732-682-5074 or visit us
at www.accumepartners.com.
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