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In April, the Federal Financial Institutions Examination Council (FFIEC) published a joint statement on the
potential role of cyber insurance in financial institutions’ risk management programs. It is important to note
that the FFIEC pointed out that the statement does not contain any new regulatory expectations and,
therefore, there is no requirement to purchase cyber insurance.
In reality, whenever the FFIEC publishes joint statements, financial institutions
would be wise to discuss and review the content at the senior management and
board level. There is no debate on the increasing number and sophistication of
cyber incidents affecting institutions of all sizes. Each week brings examples of
how cyber threats have evolved and increased.
Background
The cyber insurance industry has been growing and evolving in response to the
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benefits and costs of obtaining cyber insurance. If this has not been discussed at
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Involving multiple stakeholders
Performing proper due diligence
Evaluating cyber insurance in annual budgeting process

Reputation and Compliance Risk Considerations
Obtaining cyber insurance may indeed lower financial losses from a variety of
exposures such as data breaches. It is imperative, however, to remember that
purchasing cyber insurance does not eliminate the need for a sound control
environment, nor should obtaining cyber insurance be considered a control that
reduces your institution’s inherent risk. Cyber insurance can neither adequately
cover the reputation and compliance risk related to your customer relationships
and privacy concerns, nor will it shield you from the negative publicity that results
from cyber events. In risk management practice, there are 4 “t’s” that are
considered effective options for responding to risk – Treat, Tolerate, Transfer and
Terminate. Insurance is a strategy to transfer risk; however it does little to address
the other “t’s.”

