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Perspective: ©/9. Qccue partners
State of the )
Marketplace

Intel is backin the newswith another vulnerabilityrelated to their CPU
architecture Two separate academicteams disclosedtwo new and
distinctive exploitsthat bypassL y i Sftw@r@GuardeXtension which
is the most sensitiveregion of the O 2 Y LJI pfaee@sbrsbecauseit

protectsencryptionkeys Thenew SGXattacksare knownas SGAxend
CrossTalkBoth breakinto the fortified CPUregionusingseparateside

channelattack Keepyoureyesopenfor patchesthat are on their way.

Researchesave found that usersrarely changetheir passwordsEVEN
WHEN THEYHAVE BEENBREACHED Of the users who changed
passwordspnly a third changedit to a strongerpassword but the rest
created passwordsof weaker or similar strength, usually by reusing
character sequencesfrom their previous password, or by using
passwordshat were similarto other accountsthat were stored inside
their browser This creates a risk of secondarybreachesof user
accounts (often their personal accounts),and for credential stuffing
attackswhere the attackingsystemhasa list of current passwordsas
well ascommoncombinations Thesimplestdefenseagainstcredential
stuffingattacksis rotating complexpasswordsat regularintervals

Emailcontinuesto be a risk for businessas new phishingattacksand
new malware campaignout this month useemailasthe attach vector
Usersare alsounder attack from fake appson their smartphones Now
tie all of thesearticlestogether Therisksare increasingbut the users
are not 1006workingwith you. Theanswerg at a minimum,implement
multi-factor authentication for all critical systems,and for anything
externallyfacing

~Stay Secure

www.accumepartners.com
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Datasuggestanprecedentedinterest in hackingand cybercrimeduring pandemic With unemployment
rates skyrocketingacrossthe world as prolonged COVIBL9 lockdownscontinue to wreck the global
economy,peoplewho are forcedto stayat home without a sourceof incomeare beginningto learn new
skills to sustain themselves Our researchdiscoveredthat while millions are simply trying to make
themselvesmore employablein the digital job market by signingup for online coursesothers appearto
be increasinglylooking at cybercrimeas a potential sourceof income Recentdata has indicated that
during the months of March, April, and May, searchegelated to hacking,scammingand other forms of
cybercrimewere throughthe roof, with breakoutsearchtermslike & K I OQ A ¢zMEds S (i Knacking t
O 2 dzNgaéhihgall-time highs Moreover, visitsto popular hackerwebsitesand forums increasedby up
to 66%in March.

Source: https://cybernews.com/security/datssuggestainprecedentedinterestin-cybercrime
during-pandemic/

Email is biggest security risk, old devicesaren't getting patched, and local cyber d A y OA BnGay G &

continuesto be the most popularattack vector, with a report from Mimecastnoting that just over half of
those it monitors have experienceda ransomwareattack in the past 12 months In the State of Email
Security2020 report, Mimecastsummarizedthe results of a global surveyof 1,025 IT decisionmakers
alongwith the information it gatheredfrom screeningmore than 1 billion emailsa day. It said51% have
been impacted by ransomwarein the past 12 months, 31% have experienceddata lossdue to lack of
cyberresiliencepreparedness60% experiencedan increasein impersonationfraud in the last year, 82%
haveexperienceddowntime from an attack, 77%believeweak passwordgposea risk of a serioussecurity
mistake,58% saw phishingattacksincreaseand 60% of respondentsorganizationsvere hit by an attack
spreadfrom aninfecteduserto other employees

Source: https://www.zdnet.com/article/emailis-biggestsecurityrisk-old-devicesarent-getting
patchedandlocalcyberincidents/

After a breach,usersrarely changetheir passwords,study finds. AOnlyaround a third of usersusually
changetheir passworddollowing a data breachannouncementaccordingto a recentstudy publishedby

academicsfrom the CarnegieMellon University's Security and Privacy Institute (CyLalp. The study,

presentedearlier this month at the IEEE2020 Workshopon Technologyand ConsumerProtection,was
not basedon surveydata, but on actual browsertraffic. Theresearchteam saidthat of the userswho

changedpasswords(21), only a third (9) changedit to a stronger password,basedon the password's
loglO-transformedstrength Therest createdpasswordsof weakeror similar strength, usuallyby reusing
charactersequencedsrom their previous password,or by using passwordsthat were similar to other

accountsthat were storedinsidetheir browser

Source: https://www.zdnet.com/article/aftera-breachusersrarely-changetheir-passwords
study-finds/

www.accumepartners.com
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Regulatory and

Privacy News

NYDF3ssuesNew Guidanceon COVIB19 CybersecurityRisks Toaid financialinstitutionsin combating
the enhancedthreat of cybercrimeand criminalsseekingto exploit the pandemic,the NYDF3ecently
issuedguidancethat identifiesseveralcritical areasof heightenedcybersecurityriskthat havedeveloped
asaresultof COVIBEL9. Regulatecentities mustassessheserisksand addressthem appropriately,both
asrequired by the b , 5 CRa®500 CybersecurityRegulation,and also with respectto the COVIBL9
operational preparedneslanscalledfor in previousNYDFQuidance Thefirst area of enhancedrisk
identified by the NYDFS3s remote working The abrupt shift to massremote working necessitatedoy
COVIBEL9 has created new security challengesand vulnerabilitiesthat are being exploited by cyber
criminals Thesecondareaof enhancedrisk concernsonline fraud and phishingattemptstied to COVID
19. Thefinal areaof enhancedriskrelatesto third-party vendorsand serviceproviders TheNYDF®otes
the challengesreatedby COVIBL9 havealsoimpactedthird-party vendors,meaningregulatedentities
mustre-evaluatethe risksassociatedvith thesecritical serviceproviders

Source: https://www.jdsupra.com/legalnews/nydfsssuesnew-quidanceon-covid-19-80182/

COVIB19 crisisin France beware of fraudulent international wire transfers The COVIBL9 crisishas
triggereda resurgenceof fraudulentinternationalwire transfers Companiesnd banksshouldtherefore

be extra vigilant when dealing with international wire transfer orders The increasein fraudulent
international wire transfers constitutes one of the several effects of the COVIBLY crisis and its

consequencesnotably, more online orders, receipt of online invoices,and workingfrom home. Indeed,
scammersare taking advantageof the COVIBLY crisisto carry out more and more cyberattacks
(through phishingemailsand ransomwaresattacks)and alsoto rob companiesby usingfalseidentities
and false purposes(e.g., @ dzNJn8eg for hydro alcoholic3 S ftcé génerate more international wire

transfersdiverting large sumsof money To fight these types of fraud in sucha critical period where

O 2 Y LJI ¢ashfowsare strained,this note givesan overviewof the disputestriggeredby international
fraudulent wire transfersbetween companiesand their banks,the modus operandiof the scammers,
andthe needto raiseawarenessaboutthesetypesof fraud within companies

Sourcehttps://www.jdsupra.com/legalnews/covid. 9-crisisin-france-beware-of-60405/

New York DFSLaunches'FastForward ProgramAimed at Driving Innovative FinancialServicesand
Products In support of re-opening and adapting New Yorkto the new economicand social normal
causedby COVIELY, New , 2 NDeQaitmentof FinancialServices(DFS)announcedthe launch of a
programcalleda 5 E4stForwaré whichwill supportinnovatorswho candeliver novel digital solutions
that advancethe & (i I fe&¥&/from the pandemic The program builds on the successfulaunchin
Februaryof an InsurTechpilot program by DFSand promisesto "reduce barriers and speedup” the
regulatoryprocessfor qualifyingservicesand products In its June9, 2020 pressrelease, DFShotesthe
programis opento both DFSegulatedand non-regulatedentities, alongwith innovators,startupsand
disruptorslookingto enter and operatenovelfinancialservicesand productsin New York

Source: https://www.jdsupra.com/legalnews/newyork-dfs-launchesfastforward95247/

www.accumepartners.com
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SocialEngineering

FormBasedPhishingAttacks All YouNeedto Know Phishingnethodshavewitnessedan evolutionin

the current landscapegcoercingusersinto offering credentials Researcherbavewarnedpeopleto keep
an eyeout for form-basedphishingattackswherethe threat actorsimitate or abusebrandedfile-sharing,
content-sharing, and productivity websites BarracudaNetworks, in its blog post, has stated that

between Januaryand April, these form-based phishing attacks impersonated Microsoft and Google
services In some variants, credential theft is not required - the attackersneed to be granted access
token. Theseattackscomprised4% of spearphishingattacks- with approximately100,000 casesin the

first quarter of 2020 Googlestorageand file sharingwebsiteswere leveraged65% of the time, while

Microsoft brands were leveraged 13% of the time. Other impersonated brands consisted of

formcraftscom (2%, mailchimpcom (4%, and sendgridnet (10%).

Source https://cyware.com/news/formbasedphishingattacksall-you-needto-know-adl46ela

Phishersare trying to bypassOffice 365 MFA via rogue apps Phishersare trying to bypassthe multi-
factor authentication (MFA) protection on dza S Offic€365 accountsby tricking them into granting
permissionsto a rogue application The attack starts with an invitation email that directs potential
victimsto afile hostedon Microsoft SharePoin{a web-basedcollaborativeplatform that integrateswith
Microsoft Office) Thename of the documentimpliesthat the email recipientwill get a bonuson their
salaryfor Q1 2019 Userswho follow the link will land on a legitimate Microsoft Office 365 login page,
but only those carefulenoughto checkthe URLmight see somethingout of the ordinary ¢ and only if
they knowwhat to lookfor.

Source: https://www.helpnetsecurity.com/2020/05/19/office365-bypassmfa/

Office 365 users Beware of fake company emails delivering a new VPN configuration. Phishersare
impersonatingd 2 Y LJI T A&uPpbrteam and sendingfake VPNconfigurationchangenotificationsin
the hopesthat remote employeesmay be tricked into providingtheir Office 365 login credentials The
phishersare betting on the high possibilitythat the recipientsare working from home and needto use
VPNfor work-relatedtasks Theyhopethe targetswill be concernedaboutthe possibilityof losingaccess
to companyresourcesand that that concernwill override their good senseand anti-phishingtraining.
Theoriginalemailheadersshowthat the email hasnot beensentfrom the NS O A Ldkg&nizatién But
the senderemail has been spoofedto sayit has The phishing Office 365 login pageis hosted on a
Microsoft .NETplatform, with a valid Microsoft certificate,whichmight be enoughto fool sometargets

Source: https://www.helpnetsecurity.com/2020/06/04/office365-usersbheware-of-fake-
companyemailsdeliveringa-new-vpn-configuration/

www.accumepartners.com
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Internal Threats

ResearchersExposea New Vulnerability in Intel's CPUs For the past two years, modern CPUs
particularlythose made by Intelt have beenunder siegeby an unendingseriesof attacksthat makeit
possiblefor highlyskilledattackersto pluckpasswordsencryptionkeys,and other secretsout of silicon
residentmemory On Tuesdayfwo separateacademiceamsdisclosedwo new and distinctiveexploits
that pierce L y (i Sdftwage Guard eXtension by far the most sensitive region of the O2 Y LI y & Q2
processors Abbreviatedas SGXthe protection is designedto provide a Fort Knox of sorts for the
safekeepingof encryption keysand other sensitivedata even when the operating systemor a virtual
machinerunningon top is badlyand maliciouslycompromised SGXvorks by creatingtrusted execution
environmentsthat protect sensitivecode and the data it works with from monitoring or tamperingby
anythingelseon the system Tuesday'sittacksl NBthedinst to defeat SGXIn 2018 a different team of
researcherdroke into the fortified Intel region after building on an attack known as Meltdown, which,
alongwith a similarattackknownasSpectre usheredin the flurry of processorexploits A different team
of researcherdroke SGXearlierthis year

Source https://www .wired.com/story/researchersexposea-new-vulnerabilityin-intels-cpus/

SnakeRansomwareSlithers Into the Light For large portions of the population, targeting healthcare
organizationsduring a globalpandemicis a step too far. It is hard to justify the actionsof ransomware
gangsat the best of times, but attackson organizationsthat are the front line againstthe COVIBL9

health emergencyis beyondthe pale. In the past,a hackercould claimsuchan attackwasan accident,
then decrypt the data free of charge However, in an age of humanoperated big game hunting

ransomware strains that are highly targeted, such an excuseis without any merit and cannot be

accepted Forthose behind an incrediblynew variant called Snake no excuseshave been givenevenif

the victims wanted one, while the gang actively targets healthcare organizations Snakehas quickly
adopted the tactics of well-known humanoperated big game hunting ransomwarevariants including
Ryuk BitPaymerDoppelPaymeiSodinokiband Maze,to nameonly a few.

Source https://securityboulevardcom/2020Q 05/snakeransomwareslithersinto-the-light/

New Malware Hides Inside RogueVirtual Machines Malware developershave a new trick up their
sleevewhen it comesto evadingdetection ¢ hiding their code inside a virtual machine Researcherat
Sophosrecently discovereda ransomwareattack that usesa dVvirtualBox to keep itself from being
spotted and stopped before it does any damage This particular attack usesan old versionof Oracle
VirtualBoxg a SunxVM VirtualBoxfrom 2009 he virtual machineangle"takesdefenseevasionto a new
level,” Mark Loman,director of engineeringfor threat mitigation at Sophos,told DCK The malware,
RagnarLocker,alsoexfiltratesthe data before encryptingit and deletesthe "shadowcopies,"or system
backupsof files.

Source: https://www.datacenterknowledge.com/security/nesnalware-hidesinsiderogue
virtual-machines

www.accumepartners.com
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Web / Internet Threats

Cybersecuritywarning: Hackersare targeting your smartphoneasway into the companynetwork. The
number of phishingattacks targeting smartphonesas the entry point for attempting to compromise
enterprise networks has risen by more than a third over the courseof just a few months Analysisby
cybersecuritycompany Lookout found that there's been a 37% increasein mobile phishing attacks
worldwide between the last three months of 2019 and the first few months of 2020 alone Attacks
targeting desktop email applicationscan leave tell-tale signsthat somethingmight not be quite right,
suchasbeingable to previewlinks and attachments,or seeemail addressesand URLghat might look
suspicious However, this is harder to spot on mobile email, socialmedia and messagingapplications
becausehe waythey're designedor smallerscreens

Sourcehttps://www.zdnet.com/article/cybersecuritywarninghackersare-targetingyour-
smartphoneasway-into-the-companynetwork/

Gamaredon group using new tools to target Microsoft Outlook and Office, researcherswarn.
Notorioushackinggroup Gamaredonis currently usinga variety of new post-compromiseattacktools to
target Microsoft Outlook and Office and to inject maliciousmacrosand remote templatesinto existing
Office documents Thewarning comesfrom the researchersat cyber securityfirm ESETwho state in a
new report that the membersof Gamaredorhaveintensifiedtheir activitiesin recentmonthsand make
no effort to stayunderthe radar Gamaredons a Russiegbackedadvancedpersistentthreat (APT)group
that hasbeenactivesince2013 Gamaredorhastargeted manyUKkrainianorganizationsn recentyears
Securityexpertsbelievethis group operatesas a proxy for pro-Russiangroupswith a responsibilityto
launch attacks such as intelligence gatheringon Ukrainianmilitary forces In March, Gamaredonwas
observedakingadvantageof the COVIBL9 pandemidcto trick targets

Source: https://www.computing.co.uk/news/4016433/gamaredegroup-tools-target-microsoft
outlook-office-researchersvarn

ThanosRansomwareFirstto WeaponizeRIPlaceTactic Researchersliscovereda new ransomwareas
a-serviceRaaStool, called Thanos that is the first ransomwarefamily to add the weaponizeRIPlace
tacticthat enablesit to bypassstandardransomwareprotection software Researcherslaimthat Thanos
is increasingin popularity in multiple different undergroundhackingforums RIPlacdas a Windowsfile
systemtechniquethat wasunveiledby researchersat Nyotron lastyear RIPlace&anbe usedto alter files
andbypassvariousanti-ransomwareprotections

Source: https://www.oodaloop.com/briefs/2020/06/11/thanogansomwarefirst-to-weaponize
riplacetactic/

www.accumepartners.com
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DataBreach

New Mexico County GovernmentFallsVictim to Ransomware Rio Arriba Countygovernmentwasthe
victim of a ransomwarecyberattack with a significantbut still unknownnumber of its network servers,
electronicfiles and databaseshavingbeen encrypted,accordingto a Wednesdaynews release "While
the exactextent of this cyberattackhas not yet been determined, what is known is that nearly every
county serverthat hasfiles or databaseson it has been affected in someway, includingthe / 2 dzy (i & Q&
backup servers,” the news release states Raymond Ortiz, the county's information technology
consultant, confirmed the cyberattackWednesdaybut said he could not provide further comment
CountyManagerTomasCamposdid not immediatelyreturn a messageThe affected servers files and
databasesxannotbe accessedreviewedor edited. Officialsdiscoveredagencieshad beenvictimsof the
cyberattack Tuesdayand reported the intrusion to the county's insurancecompanyand federal law
enforcementauthorities,accordingo the newsrelease

Source: https://www.govtech.com/security/NewMexico-CountyGovernmentFallsVictim-to-
Ransomware.html

HackersbreachedAl Telekom,Austria'slargestISP Al Telekom the largestinternet serviceproviderin

Austria,hasadmitted to a securitybreachthis week, following a whistleblower'sexposé Thecompany
admitted to sufferinga malware infection in November2019 Al said its securityteam detected the

malware a month later, but that removing the infection was more problematic than it initially

anticipated FromDecember2019to May 2020 Al saidits securityteam had battled with the malware's
operatorsin attemptsto removeall of their hiddenbackdoorcomponentsandkick out the intruders Al,

which didn't disclosethe nature of the malware, didn't sayif the intruders were financiallyfocused
cybercrimegangor a nation-state hackinggroup.

Source https://www .zdnetcom/article/hackersbreachedal-telekomraustriaslargestisp/

Over 460 million records exposedin breach incidents reported in May. At least 460 million records
were exposedin data breachincidentsthat were reported in May. The figure is a very conservative
estimate as it reflects only publicly reported events In many cases,the amount of data exposedto

unauthorizeduserswasnot provided,so the numberis likely much higher IT Governancea provider of

cyberrisk and privacymanagementsolutions,compileda list of publicly disclosedcyberincidentsthat

impacteddata recordsfrom variousservicesaroundthe world. Thecompanycounted8.8 billion records
exposedin May but 8.3 camefrom a singleincidentat AISmobile operator in Thailand who exposeda

databaseof DNSqueryand NetFlowlogs

Sourcehttps://www.bleepingcomputer.com/news/security/ove460-million-recordsexposed
in-breachincidentsreported-in-may/

www.accumepartners.com
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Review the advisories and determine if any actions
need to take place

Inform staff as needed about new phishing and
social engineering campaigns

Audit your firewalls, routers and switches and
wireless networks annually

Ensure that you have protections’in place for
mobile users

Update the firmware on your routers-as necessary
Investigate blocking IP blocks from-countries your
institution does.not do business with-as-an
additional form of protection

Keep systems patched and up to date

Consider the implementation of annual threat
hunting exercises

Ensure that you have DMARK implemented
Remove IMAP support for your mail system
Revised your incident response plan to address
supply-chain attacks

Recommended
Actions to Take



A new year, a new evolution in cybersecurity
auditing. Protect your institution by signing up
for one or more of our security services:

Threat Intelligence

Cyber Business Risk Assessment
Security Maturity Assessment

External and Internal Network Attack and Penetration Testing
Spear Phishing Campaign

Server Security Assessment

Wireless Network Security Assessment
Physical Security Assessment

Web Application Security Assessment
Network Device Configuration Reviews
Incident Response Assurance Program
Incident Response and Forensics
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Contact Us
Accume Partners

12 East 49 Streetc 5™ Floor,
New York, NY 10017

P:888-696-1515
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