New FFIEC Statement on Cloud Computing: What Banks Need to Know and Do
On April 30, 2020, the Federal Financial Institutions Examination Council (FFIEC) issued a new Joint Statement on the
topic of “Security in a Cloud Computing Environment.” The Joint Statement reminds Financial Institutions that, in
electing to use Cloud Services, they are not exempted from their responsibility to apply sound risk management
practices in overseeing such relationships. This is not a change or update to regulatory guidance and appears to have
been prompted by reports of cloud providers whose security has been breached and have thus subjected their financial
institution clients to risk and/or potential damage.
The release expands upon earlier iterations with a focus on overall risk as it relates to Cloud Computing:
“Security breaches involving cloud computing services highlight the importance of sound security controls and
management’s understanding of the shared responsibilities between cloud service providers and their financial
institution clients.”
In contrast with the early days of cloud computing, in which Banks were both fearful of and reticent to migration to the
cloud, this Joint Statement warns Banks not to “assume that effective security and resilience controls exist simply
because the technology systems are operating in a cloud computing environment.”
The FFIEC recommends the following strategies, practices, and considerations for financial institutions, including:
• A focus on the environment
institution is employing
(Private, Public,
Hybrid), and the service model(s) the
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institution is using:
o Software as a Service (SaaS);
o Platform as a Service (PaaS); and
o Infrastructure as a Service (IaaS).
• Examples of relevant risk management practices for assessing risks and implementing controls related to cloud
computing services, which include:
Governance
o
o

Effective contract management including SLA’s and clear delineation of responsibilities between the cloud
provider and the financial institution;
Strategies for using cloud computing services as part of the financial institution’s IT strategic plan and
architecture.

Cloud Security Management
o
o
o
o
o

Appropriate due diligence and ongoing oversight and monitoring of cloud service providers’ security;
Presence of an Inventory process for systems and information assets residing in the cloud computing
environment;
Appropriate security configuration, provisioning, logging, and monitoring. Identity and access
management and network controls;
Security controls for sensitive data;
Information security awareness and training programs.
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